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Sicherheit vernetzte Medizintechnik - Herausforderungen

Organisation &
Verantwortlichkeit

IT oder Medizintechnik

Prozesse flr
Sicherheitsvorfalle und
Schwachstellenmanagement

Vorgaben und Richtlinien
durch Geschaftsfuhrung

Fehlende Visibilitat

Mehrzahl der Krankenhauser
haben kein oder nur
unvollstandiges Asset
Inventory ihrer Medizingerate

Unkenntnis der
Kommunikationsbeziehungen
von Medizingeraten

Kein Security-by-design

Veraltete Betriebssysteme
Fehlende Hersteller-Patches
Trage Softwarepflegezyklen

Keine Endpoint Security

Netzwerkbasierte Sicherheit
erforderlich




Umsetzung Netzwerksicherheit

Risikoklassifizierung &
Inventarisierung von Zuordnung Regelwerk Lfd. Betrieb &
IT, MedTech und loT Sicherheitszonen & interne Firewall Geratemanagement
Ausfallkonzept

Unterstiitzt von (;) M E DIGATE
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Inventory High Level Stats Manufacturer Distribution (67) Protocol Distribution (39)
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Devices
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Ubersicht Medizingerate
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Geratedetails
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/ / / / Ingenia (10.36.22.174) @
Device Information Risk & Alerts Network Security Users & Apps Communication Map Utilization History
Ingenia Philips  RISK SCORE: CRITICAL (62.3) Y
#ID: BWMHSIMIAP
.
- MDS2 Fi
— + Add Notes = + Add Assignees (8 2 MDs? Forms

] + Upload MDS? Files

() DEVICE INFORMATION

Device IDs

Philips

MRI Ingenia Physica

Versions & Names

12 MRT_INGENIA

WORKGROUP\MR-INGENIA-1-5T MR-INGENIA-1-5T

Network

Corporate 822 SN822 Ethernet Static 8/17/21,10:01 AM

Network Security 9C7BEF25F2D3

Location

Institution: Krankenhaus St thvinzenz-main-




Device Information

Risikobewertung

Risk & Alerts

DEVICE VULNERABILITY

Operating System
Vulnerabilities
Outdated Firmware

Endpoint Security

NETWORK

Connection Type
Network

VLAN Topology
Managed

Internet Communication

Enforcement

SEVERITY

PHI
Equipment Class
Consequence of Failure

Financial Cost

Windows 10/Server 2016/Server...
Platform 22 | Clinical 1
Unknown

Installed (McAfee Agent)

Ethernet

Corporate

Mixed Medical & Non-Medical...
Unknown

Manufacturer

No

Stored & Transmitted
Diagnostic Device
Inappropriate Therapy or...

> $1,000,000

Network Security

Users & Apps Communication Map Utilization History
RISK SCORE: CRITICAL (62.3) @ Internet Connection Detected
Conf High
ola Manufacturer Internet Communication () Manufacturer VPN Communication ()

DEVICE VULNERABILITY 3 Device stores PHI

Alerts (23)
ALERT | ALERT |
CATEGORY TYPE :
Clinical
Device Alert .
NETWORK * "~ SEVERMY Vulnerability
. Platform
Device Alert
Vulnerability
. Platform
Device Alert
Vulnerability

Risk Simulator

Vulnerabilities (23) / CVEs (32)

VULNERABILITY NAME |

DESCRIPTION = |

A clinical vulnerability was
identified. Affecting 1Philips
Ingenia device (ICSMA-21-...
A platform vulnerability was
identified. Potentially
relevant for 1238 devices...

A platform vulnerability was

identified. Potentially

ralavinnt far OIE davicne fra

LAST
UPDATE

12h13/21

928 AM

12/13/21

9:28 AM

12/13/21

9:28 AM

cvss =1

STATUS

Unresolved

Unresolved

Unresolved

UPDATED
BY

|

&, Export
el
li, Export
STATUS ~|



Kommunikationsbeziehungen

Comm. Type v ][ Protocol v ][ Port v ][ Dst.IP v ][ Dst. Device Type v J[ Dst. Domain v ][ Dst. Geo Location v Past 90 Days v |i|

Results Since: 9/16/21

Color By: 3 e [ Policy Compliance [Imagmg-Philips v ] d

192.68.49129
192.68.49.130
192.68.4
RFE 192.68.49.50
SMTP 10361112 (Server)

10361120 (Imaging Workstation)
10.36.1.36 (Server)

HTTP
ICMP

Manufacturer VPN (
nufacturer VPN 10.36.1.55 (PACS)

DICOM

10.36.221 (Imaging Workstation)
I 103622108 (PC)

WS . B 103622155 (EEG)
' 1036223 (PC)
2 Internal IPs
2Internal IPs
103622110
103622255
22400252

Internal

239255255250

Allowed ® Denied Mixed

Total Data 57.01GB | Protocols 15 | Total Endpoints 20



Nutzungsdaten

|l UTILIZATION

High Level Stats

Daily Hours in Use

»~/ 5 Hours

Utilization Over Time

Hours In Use

Daily Hours In Use: Min 0 Avg. 0 Max 0

&

# Hours
o ¥ i @ @ a [
)
]

Typical Hours AVG Daily Examinations

&, 6.2 Examinations

8am - 5pm [\

Examinations Statistics

Body Parts Distribution

[«

Head & Neck: 392 (68%)

AX (14 Chest: 47 (8.2%)

Abdomen & Pelvis: 70 (12.2%)

Extremity: 0 (0%)

Spine: 67 (11.6%)

Other: 0 (0%)

AVG Examination Duration

® 00:224:30 (HH:MM:SS

35.7%



Meldungen & Workflows
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/ / All Alerts @

[ Device Alerts 88 ] [ Communication Alerts 50 ] [ @ Segmentation Alerts O ] [ @ Policy Deviation Alerts 1 ] [ @ Custom Alerts 0 } [ = Device Filters » ]
Showing: 139 Alerts
Reset Filters & Search Q o, Export

Sorted By: = ALERTTYPE sort & Filters: AL

AFFECTED AFFECTED AFFECTED
D = ék;“LORY l .IA.YL::T 1 DETECTED ! UPDATED ~! DESCRIPTION = MEDICAL l loT l T l g:clscssc;u 2‘:'-AE'I?JS =l Q
DEVICES DEVICES DEVICES
Communication Weak/Default 8/26/21 1/30/21 Successful authentication with a default/weak password was
#70 1 0 o] 1 Unresolved
Alert Password 228 PM 9:51 AM detected on 1 device
Communication Weak/Default 8/23/21 12/9/21 Successful authentication with a default/weak password was
#96 . (o] o] 1 1 Unresolved
Alert Password 2:03 PM 3:50 PM detected on 1 VMWare Server device
Communication Weak/Default 10/25/21 12N4/21 Successful authentication with a default/weak password was
#1681 . 1 o] o] 1 Unresolved
Alert Password 112 PM 4:03 PM detected on 1 Siemens Patient Engagement Platform device
Communication Suspicious n/22/21 12/15/21 A device was observed communicating to a substantial amount of
#229 0o o] 1 1 Unresolved
Alert Device Behavior 8:46 AM 10:34 AM malicious IP addresses
Communication Suspicious 12/n/21 12/15/21 A VMWare device was observed communicating to a substantial
#264 o] o] 1 1 Unresolved
Alert Device Behavior 218 PM 239 PM amount of malicious IP addresses

Communication SMRv1 2/17/21 12/15/21




xevIT Cyber Resilience Programm

Sicherheitsbewertung
Security Check & Analyse
Penetrationstests
Schwachstellenmgmt. IT & OT
Reporting & Compliance
Consulting

Smart Back-up e ——

Disaster Recovery Plan
Lessons Learned

* PROTECTS
your assets

IDENTIFIES v

your risks

Life-Cycle

Consulting :

RECOVERS - DETECTS
normal VlnCId:ents y
operations W o\

RESPONDS
with a plan

Firewall Services

DNS Security

Security Awareness Training
Multifaktor-Authentifizierung
Endpoint Security

Network Security

Cloud Security

Real-time monitoring

Threat Hunting

Data leakage detection
Attacker deception (Honeypots)

Incident Response
IR Management
Incident Containment
Incident Remediation




#cyberresilience #gemeinsam

xev|T

part of conscia

Promo 1: Schwachstellen-Scan (1200,-€)
Promo 2: PoV Sicherheit in der Medizintechnik (2500,-€)

Mail an juergen.uebachs@xevit.com im Betreff
Promo 1 und/oder Promo 2

www.xevit.com
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